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MikroTik Certified Network Associate (MTCNA)

rpozpaMma mpeHuHaa

OnucaHue Kypca:

\/ Mponas oduumanbHbii Kypc MTCNA B HalleM TPEHUHT LEeHTpe, KypCaHTbl nonyyat
NosiHoOe npefcTaBieHne 0 BO3MOXHOCTSX onepaunoHHon cuctemol MikroTik Router
OS n ocobeHHocTax annapatHon nnatdopmbl MikroTik Router Board. HayyaTtcs
HacTpamBaTb, YNpaensTb, AMarHOCTUPOBaTb U YCTPaHSATb OCHOBHbIE HEMOMaaKu
MapLipyTmMsatopa, NpeaocTaBnsaTb OCHOBHbIE YCIYrX KNMeHTaMm, agMUHUCTPUPYS
kopnopaTtusHble Cl[, 6ecnpoBoaHbie npoanaepckme (WISPs) n ISPs cetun, a Tak
xe,

B pamkax Hawen pacluMpeHHON NporpaMmmbil:

/ Yyauwumecs npongyTt 6nok no teopumn TCP/IP 1 3akpenaT nosyvyeHHyo
NMHpopmauuio cneymanbHbIMU labopaTopHbiMU paboTamu;

N3yyaT cneymnanbHble Bo3MOXXHOCTM doyHKUnn NAT/Firewall B Mikrotik ROS gns
peanusaumn He cTaHOAPTHbLIX 3a4av;

Hayuatcs npaBunbHO NPOEKTUPOBaTh M BHEAPSATb NPOEKTbI N0 06beaNHEHWIO
GonbLioro Konm4yecTea yaaneHHbIX 06bekToB (punuanos) no cpeacteam VPN;

MonyyaT Heobxoanmble 3HaHWS 1 HaBblkn Ans noctpoeHna Wi-Fi npoekTos B
CNOXHbIX YCNOBUSAX;

S SN

PeanuaytoT npakTnyeckme nabopatopHble paboTbl, OCHOBaHHbIE Ha pearbHbIX
npoekTax.

BHumaHue!

JCIYISM BbIgeneHHble OHOBLIM LIBETOM B paccmMmaTpmnBaloTCA B paMKax paCLUMPEHHOIo

Kypca MTCNA TOnbKO B HallemM TPEHWUHT LEHTPE U He BXOAAT B odomumManbHbIn KypcC.
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npozpaMma mpeHuUHaa:

Mogaynb 1
3Kcnpecc Teopud

CraHpgapTHas mogenb OSI
CeTeBble ycTponcTea
TexHonorusa TCP/IP
MpoTokon ARP,
MexceteBoun npotokon |IP
OcHosbl IP-mappyTmsaumm
+LAB (L3, Routing

Mogynb 2
O komnaHun MikroTik

NcTopusa komnaHmnm
[MpooyKTbl KOMNaHUN
Uto Takoe RouterOS
YTo Takoe RouterBoard
YT10 Takoe MUM
Ccbinkn n gokymeHTauus

TexHn4yeckne npenmyllecTaa
MopenbHbIn psafg|

Mogynb 3 .
AnnapartHaga nnardgopma .
RouterBoard .
. Rackmount cepus
« YcrtaHoBka u nepeyctaHoBka ROS (Netinstall)
C6poc napons RouterOS
YnpasneHune RouterOS
Winbox n MAC-Winbox
Mogynb 4

Hayano pa6botbl ¢ RouterOS

RouterOS command line interface (CLI)
RouterOS CLI npuHumnbl

YnpaeneHnue cnyxb6amn RouterOS
Backup HacTpoek (coxpaHeHue u
BOCCTaHOBIIEHNE)

+ LAB Backup

Jlnyensmn MikroTik RouterOS

Training Center Networking
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npozpaMma mpeHuUHaa:

» Switching onncanue n HacTporika

« Bridging onucaHne n HacTpowka

* Wcnonb3oBaHne Switch n Bridge
+ LAB

Mogynb 5
Switch u Bridging B
mapuwpyTtmnsatopax MikroTik

NpoeHTudukaumsa mapwpyTtmsatopa +LAB

IP agpecauus +LAB

MapuwpyTtunsaunsa +LAB

DNS Caching n DNS knueHT +LAB

RouterOS ytunuthl ping, traceroute n gp. +LAB

Monyn 6 ARP +LAB
Ba3soBble HACTPOKY DHCP Server +LAB
DHCP Client +LAB

NTP +LAB

Tunbl naketoB ROS
BapuaHTbl o6HoBneHus(otkata) ROS +LAB
O6HoBneHue RouterBOOT firmware +LAB

Connection tracking (contrack)

Teopust NAT

SRC-NAT u Masquer

DST-NAT n Redirect g¥\=]

Firewall Filter (ueno4ykn input,output,forward)
Address List

Layer 7 filter (ocHoBbI) +LAB
Packet flow (ocHOBbI TOHMMaHUS
Hairpin NA
Ontumunsaumsa Firewall

Baanmogencteue npasun FilterRules n NAT +LAB
CosgaHne cnoxHbix Lenovek npasun +LAB

Mogynb 7
Firewall
NAT wu Filter Rules

Teopusa noctpoeHus VPN, 063op UT pbiHka PO

PPPoE, ncnonb3oBanue.

PPPoE knueHT +LAB

PPPoOE cepsep +LAB

PPP secrets

PPTP/L2TP TyHHenu
PPTP/L2TP Server - Client +LAB
IP pool

PPP Profile

Mogynb 8
Tunnels

Training Center Networking
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npozpaMma mpeHuUHaa:

JlabopaTtopHas NTorosas nabopartopHas no Mogynsam 1 - 8

Simple Queue +LAB

Simple Queue n Bursting +LAB

Advanced Queue - PCQ + LAB

PCQ Bursting +LAB

OrpaHunyeHne onpefeneHHoro Tuna Tpaguka
Firewall Mangle

Mogynb 9
QoS

Ytunuta Torch

Y1tunuta Bandwidth Tes

Graphs

BeegeHne B Teoputo 6ecnpoBogHbix ceten 802.11

basoBble HacTponku +LAB

HacTpouika knneHckoro pexuma +LAB
YTunutel gnsa pabotsbl ¢ wireless +LAB
Hactporika Toukn Joctyna (AP) +LAB

dunsrpaumnsa no MAC +LAB
[MpoaBuHYTbIE HACTPOWNKK
HacTponka 6eCcLoBHOro poymuHra (OCHOBbI

KoHuenusa 802.11n/ac, HacTponka.+LAB
Wireless Security and Encryption +LAB
MikroTik wireless protocols

MocTpoeHune Point to Point n Bridging
Wireless Distribution System (WDS

Mogyrnb 10
Wireless Networks

Mogynb 11
HotSpot

Wallet Garden, Wallet Garden IP, Binding

Mogynb 12 I HacTtpowka Proxy Server +LAB
Proxy N HTTP counstpauuna +LAB

Logging

Training Center Networking
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Mpu cebe HeO6XOANMO UMETL:

\/ HoyTOyk;

\/ [MaTykopa;

B ctoumocTb 06y4yeHusi BXoaAaT:

Yacbl 3aHATUN;
PacnevataHHble y4ebHble MaTepuansi;
Kodoe - 6panku;

TecTupoBaHue n ceptTudurkauus;

SNNENKNS

[Me4yaTHbIN NMEHHOW cepTUdUKaT;

B nopapok yyawimecs nonyvar:

MapLupyTtnsarop;
dupMeHHbIN nogapok (pyTodornka unm vawlka ¢ noroTunom);

JTnuensus MikroTik ROS Level 4;

NSNNNIKN

Jlnuenana MUPSSOFT Standart;

KoHTaKThI TpEHUHT LIEHTpA: S
www: MikroTik-Trainings.com Mikror ik
e-mail: info@MikroTik-Trainings.com CERTIFIED
Ten. +7 499 322 75 20 Training Center

M00. +7 968 488 90 49 (Mpwuna)
aapec: Mockga, yi. 2-1 MammHocTpoenus, 25 ¢1p.5, od.18
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