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MikroTik Certified Network Associate (MTCNA)

rpoepamMma mpeHuHaa
obHoBneHusa 2021

OnucaHue Kypca:

\/ Mponas oduumanbHbii Kypc MTCNA B HalleM TPEHUHT LEeHTpe, KypCaHTbl nonyyat
NosiHoOe npefcTaBieHne 0 BO3MOXHOCTSX onepaunoHHon cuctemol MikroTik Router
OS n ocobeHHocTsX annapatHon nnatdopmbl MikroTik. HayyaTtcs HacTpauBartb,
ynpasensaTb, ANArHOCTUPOBATb U YCTPAHSATbL OCHOBHbIE HENONagKu
MapLupyTusartopa, NpeaocTaBnsiTb OCHOBHbIE YCNYrU KIMeHTaMm, adMUHUCTPUPYA
kopnopatueHble CIL, a Tak xe,

B pamkax Hawen pacluMpeHHON NPorpaMmmbi:
/ Ocsexart 6a3oBble 3HaHusa TCP/IP n 3akpenat nonyyYeHHy MHpopmMaLumto
cneunanbHbIMM nabopaTopHbIMK paboTamu;

N3yuaTt 6a3oBbii pyHkumoHan NAT/Firewall B8 Mikrotik ROS ansa peanusauumm
NOBCEAHEBHbIX 3a4ay;

Hayuatcs npaBunibHO NPOEKTUPOBaTh Y BHEAPSATb NPOEKTbI N0 06beaUHEHWIO
GonbLuoro Konm4yecTBa yaarneHHbIX 06bekToB (punuanos) no cpeacteam VPN;

MonyyaT Heobxoanmble 3HaHWS U HaBblkn Ans noctpoeHna Wi-Fi ceTn B pamkax
ocbucHon CIM;

S SN

PeanuaytoT npakTnyeckme nabopatopHble paboTbl, OCHOBaHHbIE Ha pearbHbIX
npoekTax.

BHumaHue!

LGV 3N BblaeneHHbIE (DOHOBLIM LIBETOM Mely[N{Zle]zE=Tal>zT0) paccmMmaTpmuBaloTCA B paMKax

pacwmpeHHoro kypca MTCNA TonbKo B HalleM TPEHWUHT LEHTPE U HE BXOAAT B
odomumanbHbIN KypcC.
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npozpaMma mpeHuUHaa:

CraHpgapTHas mogenb OS
CeTeBble yCTPOMCTBA
Ctek npotokonos [TCP/IP
MpoTokon ARP
MexceTeBoun NPOTOKOJ
OcHosbl |P{vapLupyTtusaum
Distance, Check Gateway

LAB (L3, Routing

Mopaynb
3Kcnpecc Teopud

NcTopusa komnaHum
[MpoaykTbl KOMMaHUN
Uto Takoe RouterOS
YTo Takoe RouterBoard
Yt10 Takoe MUM
Ccbinkn n gokymeHTauus

Mogynb TexHn4yeckne npenmMyLlecTsa
AnnapatHaga nnatdgopma KogunpoBka 060pya0BaHus

RouterBoard

Mogynb 2
O komnaHun MikroTik

« YcraHoBka u nepeycrtaHoBka ROS (Netinstall)
C6poc napons RouterOS
YnpasneHue RouterOS
Winbox n MAC-Winbox
RouterOS command line interface (CLI)
RouterOS CLI npuHumnbl
YnpaeneHnue cnyxb6amn RouterOS
Backup HacTpoek (coxpaHeHue u
BOCCTaHOBIEHNE)
« ABTOMaTMYyecKoe CoxpaHeHue KoHdUrypaummn
+ LAB Backup
Jlnuenamn MikroTik RouterOS

i naccuyeckoe nuueHanposaHne 1 |CHR
-JllYCTaHOBKa NULIEH3U Ha BUPTYanbHY MalUUHY|

Mogayns 4
Hauano pa6otbl ¢ RouterOS

Training Center Networking



3unsbs

MTCNA

MikroTik Certified M/K/’O I 'k -Trainings, com

Network Associate

ou become what you do

npozpaMma mpeHuUHaa:

Mogynb 5 » Switching onncanue 1 HacTporka
Switch n Bridging B  Bridging onncaHue n Hactponka
mapuwpyTtmnsatopax MikroTik * Wcnonb3oaHue Switch n Bridge
+ LAB

NoeHTndpukaumna mapwpytmnsatopa +LAB

IP agpecauusa +LAB

MapuwpyTtursauma n pnarn +LAB

DNS Caching n DNS knueHT +LAB

RouterOS ytunuthbl ping, traceroute n gp. +LAB
ARP +LAB

DHCP Server +LAB

DHCP Client +LAB

NTP +LAB

Maketbl ROS

Manunynsumm ¢ ROS - Upgrade (downgrade)
+LAB

« Pabota ¢ RouterBOOT firmware +LAB

Mogynb 6
basoBble HacTponkn

Connection tracking (contrack)

Teopust NAT

SRC-NAT u Masquerscjﬁ?m

DST-NAT un Redirect B

Firewall Filter (uenoukn input,output,forward),
custom chain

« Address List

ayer 7 filter (ocHoBbl) B
acket flow (ocHOBbI NOHMMaHWS

Moaynb 7
Firewall
NAT un Filter Rules

CosgaHne cnoxHbix Lenodek npasus +LAB

eopua noctpoeHna VP
tateless u Client-serve

« PPPoOE, ucnonbsoBaHue.
°
°

Mogynb 8
Tunnels

PPPoE knueHT +LAB

PPPoOE cepsep +LAB

PPP secrets/profile, IP pool
PPTP/L2TP TyHHenu
PPTP/L2TP Server - Client +LAB

STP Server - Client + LAB

Training Center Networking
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npozpaMma mpeHuUHaa:

JlabopaTtopHas NTorosas nabopartopHas no Mogynsam 1 - 8

» Simple Queue +LAB

* Simple Queue n Burst +LAB

* Advanced Queue - PCQ + LAB

« PCQ Burst + LAB

Moaynb 9 OrpaHuyeHne onpeaeneHHoro Tuna Tpaduka
QoS Firewall Mangl¢

Mangle+PCQ+Simple Queue +LAB
Queue Tree, CIR,MIR, Priority (BBeaeHue
* YTtunuta Torch

4 YTunuta Bandwidth Tes

» Graphs

-l BeeeHvie B Teopuio 6ecnpoBOgHbLIX ceTeN

« basoBble HacTponkn +LAB

« Hactpowka knueHTtckoro pexuma +LAB
e YTunutel ans pabotbl ¢ wireless +LAB

. HaCTpovn<a Toukn Joctyna (AP) +LAB

. Manau,vm no MAC +LAB
Mogynb 10
Wireless Networks POABUHYTbIE HACTPOVK
acTporika 6ecLlOBHOr0 poyMmuHra (OCHOBbI)

KOHLI,eI'II/IFI 802.11n/ac, HacTponka.+LAB
Wireless Security +LAB
MikroTik wireless protocols

BeegeHne B8 CAPSMAN (koHTponnep)

OnuncaHune HotSpot
basoBas koHpurypaums
Ctpanuua HotSpo
Profile
allet Garden, Wallet Garden IP, Binding

otSpot +LAB

Mogayns| 11|
otSpot

Mogynb 12 LleHTpanu3oBaHHOE normpoBaHue cobbITUN
Logging Yyet notpebneHHoro Tpaguka
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Mpu cebe HeO6XxOANMO UMETL:

Bce HeobxogmMmoe onga 3aHATUIW NpefocTaBnaeT
TPEHWHTI LUeHTp (HOYyTOYK, MapLipyTmusatop 1 T.4.)

B ctoumocTb 06y4yeHusi BXogAT:

Yacbl 3aHATUN;
YyebHble maTtepuansl;
Kodoe - 6paiku;

TectTupoBaHue n cepTudurkauus;

SNNENKNS

[Me4yaTHbIN NMEHHOW cepTUdUKaT;

B nopapok yyaiwimecs nonyvar:

\/ JInyensna MikroTik ROS Level 4 / P1;
\/ Jlnuensaunsa TolNet;

\/ JInuensna MUPS Standart;
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