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rpoepamma mpeHuHaa
202124k

BHumaHue!

Tembl, =5 EEEEERole) s 01z SRR (el E, paccMaTpuMBaloTCA B paMKax pacLUMpPeHHOro Kypca
MTCWE n MTCEWE TOnbKO B HalleM TPEHUHT LEHTPE M HE BXOAAT B (hrumanbHbIn KypcC.

MprHUMMNBI MHOXXECTBEHHOTO A0CTyna
Mogynauusa n nepegada gaHHbix B 802.11

RF Radio Spectrum un Electromagnetic Energy
CraHpaptbl 802.11a/b/g/n/ac/ax

Ctangaptbl 802.11n/ac/ax

Tvnbl @aHTEHH UX XapaKTEPUCTUKN

Link Budget

NHTepdepeHumnsa (CCA,ACI)

Moaynb 1-2
Teopus

Mode +LAB

Band, Channel Width, Frequency,SSID +LAB
Scan-List

Wireless-protocol

Default AP/CLient TX Rate +LAB

Mogynb 3
Basic configuration

Scan
Frequency usage +LAB

Moaynb 4 Spectral Scan/History +LAB
Wireless Tools * Snooper
« Align
« Sniffer
& L[/
Mikrorik -I' qualitytraining
CERTIFIED Q Succeed with Quality

Training Center

Official Training Center MikroTik-Trainings.com



2un34

MTCWE ¥ MTCEWE

S ——
MikroTik Certified MikroTik Certified Enterprice M / Kr O ' 'k

Wireless Engineer Wireless Engineer

npozpaMma mpeHuUHaa:

DFS +LAB

WMM

Regulatory domain settings +LAB

TX-power + LAB

Country regulation settings

HW-retries

HW-protection

802.11 L1/L2 - PLCP, CCA (SD, ED)
PacnpenenéHHas yHkumnsa koopguHaumm (DCF)
Mpobnemsbl “ckpbITOro y3na” n “HesalmiieHHoro”
Rate Flapping +LAB

Mogynb 5
Advanced configuration

Access-List

Connect-List

RADIUS

Virtual AP

Client roaming, ROS station roaming

Band Steering (5Ghz “priority” for client
MepekrnoderHne mexay TO (poymuHr) + LAB
Wcnonb3oBaHne Access-List B ycrioBusix
MOBbILLUEHHOTO LWyMa (MPOEKTbl BbICOKOM

Mogaynb 6
Access Management

NIOTHOCTN)

LAB - KomnnekcHoe noctpoeHne 6ecrnpoBogHom
CETU HECKONbKMM Kosn-BoM T[ (HECKONbKMMMU
SSID), Virtual AP , VLAN, Bridging.

Registration table analysis

Signal to noise ratio

Ack-Timeout/Distance

ccQ

TX/RX Signal Strength

Frames and HW-frames

Data-rates

Analysing the System log for wireless problems

Mogynb 7
Wireless Troubleshooting

& '/
Mikror 1k
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npozpaMma mpeHuUHaa:

802.11n/ac

Data Rates +LAB

Channel bonding

Chains (SISO, MIMO and MU-MIMO)
Frame Aggregation

TX-power for N cards +LAB

Mogynb 8
Wireless protorols
80211n/ac;Nstream;NV2

60Ghz * Nstreme
* Nstreme Dual
« Nv2

e 60Ghz ObopynoBaHue, HacTporka + LAB

1€00X0ANMO B i II'VE
Mogyns 9 CTaguu npoekTHON OenTeNbHOCTH
[MpoekTHas aeaTenbHOCTb BasoBaga pabota ¢ Ekahau site survey
(MNO,NMHP n 1.4) MMNO (peanbHble 3amepsl, KapTa WwWymoB, Ekahau)
Wireless Surveys MHP

[okymeHTaums

Dynamic/Static WDS +LAB
RSTP Bridge +LAB
HWMP+ Mesh +LAB

WDS bridging +LAB
AP/Station-WDS
Pseudobridge

Mogaynbe 10
WDS , MESH , Bridging

Authentication +LAB

Encryption (WEP, WPA™ TKIP, WPA2™ AES)
Overview of 802.11X (RADIUS and EAP)
Management Frame Protection +LAB

Mogaynbe 11
Wireless Security

KoHuenums - 6asoBasa Teopus
L2/L3 meToabl B3aMmMoaencTBus
CAPsMAN Configuration

Mopynb 12 CAP Configuration
CAPSMAN Provisioning (universal, 5ghz, 2ghz module)
(koHTponnep) CapsMan Forwarding Mode

Local Forwarding Mode
Access List and Registration Table
LAB CAPSMAN

Training Center Networking
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Mpu cebe HeO6XxOANMO UMETL:

\/ Bce HeobxogmMmoe onga 3aHATUIW NpefocTaBnaeT
TPEHWHTI LUeHTp (HOYyTOYK, MapLipyTmusatop 1 T.4.)

B ctoumocTb 06y4yeHusi BXogAT:

Yacbl 3aHATUN;
YyebHble maTtepuansl;
Kodoe - 6paiku;

TectTupoBaHue n cepTudurkauus;

SNNENEA

[Me4yaTHbIN NMEHHOW cepTUdUKaT;

B nopapok yyaiwimecs nonyvar:

MapwpyTusarop;
®dupMeHHbIM nogapok (pyTbonka nnu Yaiuka ¢ noroTurnom);

JTnuensus MikroTik ROS Level 4;

SSNNES

Jlnyenana MUPSSOFT Standart;

KoHTaKThl TPEHUHT LIEHTpA! S
www: QTraining.ru Mikror ik
e-mail: info@QTraining.ru CERTIFIED
ten. +7 499 322 75 20 Training Center

M00. +7 968 488 90 49 (Mpuna)
aapec: Mockga, yi. 2-s1 Mammnoctpoenus, 25 ctp.5, od.405a

- : QTMWEO0003
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